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AyrenTuduxanus

bezonacHocTs nHGOpMaUU

I'ocynapcTBeHHas
UH(POPMALIMOHHAS CHCTEMA

Hoctyn k uadopMauu
HocTynmHoCTh

3amuTa uaGopmanu
OT HECAHKIITMOHUPOBAHHOTO
JOCTyTIa

3ammmaemas HHGOpMAaITUs

Nnentuduxanms

Nudopmannonnas cucrema

HNudopmannonuslie pecypcsl

Nudopmanmonnsie
TEXHOJIOTMH

Nudopmanus

KonTponupyemast 30Ha

KouduneHnmanbHOCTh

O06paboTka nepcoHaIbHBIX
JaHHBIX

TEPMHUHBI 1 OITPEJAEJIEHUSA

JlelicTBUS 1O TNpOBEpPKE MOUIMHHOCTH CYOBEKTa J0CTyIa
B MH(OpPMAITMOHHOW CHCTEME

CocrosiHMe  3alIMIIEHHOCTH WH(OpMaINY,
obecrieueHbl €€ KOH(DHICHIIMAIBHOCTb,
U 1IEJIOCTHOCTh

Nudopmanmonnas cucrema, co3iaBaeMas B LIESAX peanu3aiuu
MOJTHOMOYU I roCyJIapCTBEHHBIX OpraHoB
u obecneueHuss oOMeHa WHPOpPMANMEH MEXIYy ITHUMHU
OpraHamy, a TaKK€ B MHBIX YCTaHOBIIEHHBIX (ellepajbHbIMU
3aKOHAMH LEJSIX

Bo3MokHOCTB nosTyueHust ”H(OpPMAIMK U €€ UCTIONb30BaHU
Cocrossnue wHGpOpMAIUU, XapaKTepU3yeMOe CIOCOOHOCTHIO
TEXHUYECKUX CpPEIACTB M HMH(POPMALMOHHBIX TEXHOJOTHI
obecrieunBaTh OCCIPETSITCTBEHHBIN JOCTYN K HHGOPMAITIH
CyOBEKTOB, UMEIOIIMX Ha 3TO MOTHOMOYHS

3amuTta uH(OpManMM, HampaBiIeHHas Ha MpPEIOTBpaIICHHE
MOJTyYEeHHUsI 3aIMIIaeMoil MH(pOpPMAIMK 3aWHTEPECOBAHHBIMHU
CyOBEKTaMU C HapyIIEHHEM YCTAaHOBJICHHBIX HOPMATUBHBIMUU
IIPaBOBBIMU JOKYMEHTaMH (aKTaMM) WIH 00J1alaTeNIIMH
uH(bOpMallUK TpPaB WU MpPaBWJI pa3rpaHUYCHHs] JOCTYIMAK
3amunaeMon nHpopMaIuu

IIPY KOTOPOM
JOCTYITHOCTh

I/IH(bOpMaI_II/IH, ABJIAOIIAACA npeaMeTOM COOCTBEHHOCTH
n noajacxamasa 3aluTe B COOTBETCTBHHU C Tpe6OBaHI/I$IMI/I
IIpaBOBLIX AOKYMCHTOB Ui Tpe6OBaHI/IHMI/I,

yCTaHABJIMBAEMBIMU COOCTBEHHHMKOM MH(DOPMALIUT
IIpucBoeHue cyobekTaM U 00BEKTaM JI0CTYIIA UACHTU(UKATOPA
u (WIM) CpaBHEHHE NPEIBSBISEMOrO HIACHTU(PHUKATOpPA
C MepeyHeM MIPUCBOCHHBIX UIEHTU(UKATOPOB

CoBOKYIHOCTB cozepikamieiicss B 6a3ax JaHHBIX HHPOpMaLUU
u obecneunBalOIUX ee  00paboTKy  MHGOPMAIMOHHBIX
TEXHOJIOTUH U TEXHUUECKUX CPENICTB

OtnenbHble JOKYMEHTBI M OT/ENIbHBIE MACCUBBI JOKYMEHTOB,
JOKYMEHTBI W  MAacCHBBl  JJOKYMEHTOB, COJCpKaIIHeCsB
nH(MOPMALMOHHBIX cHucTeMax (OMOIMOTeKax, apXuBax,
¢donnax, 6aHKax TaHHBIX, THPOPMALIMOHHBIX CHCTEMAaX JAPYrUX
BHJIOB)

[Ipomieccrl, MeToABI TOMCKA, cOOpa, XpaHeHUs, 00pabOTKH,
NPEJOCTaBICHUs, PACIPOCTPaHEHUsI UH(OPMAIIMU U CIIOCOOBI
OCYIIECTBIICHHSI TAKHUX MPOIECCOB U METOJIOB

Cenenus (coobmieHus, JTAHHBIE) HE3aBUCHUMO
0T ()OpMBbI UX MPEACTABICHUS
[IpoctpanctBo  (Teppuropusi, 3JaHUE, YacCThb  3/IaHUA),

B KOTOPOM HCKJIIOUEHO HEKOHTPOJIUPYEMOE NMpeObIBaHUE JIUIL,
HE WMEIOIUX IOCTOSHHOIO WJIM  Pa30BOr0  JIOMYyCKa,
Y IOCTOPOHHUX TPAHCIIOPTHBIX CPEJICTB

OO6s3aTenbHOE A BBIOJIHEHUS JIULOM, MOTYYUBILUM JOCTYI
K ompeesieHHoN nHpopManu, TpeOoBaHUE HE TIepeIaBaTh
TaKkyl0 HMH(pOpManmuio TpeThUM JMnaMm 0e3  corjacus
ee oOJrazareiis

JleiicTBust (onepannn) ¢ NEpCOHAIBHBIMU JaHHBIMU, BKJIIOYAs
cOop, cucTtemMaTH3ali0, HAKOIUICHHE, XpaHeHHE, YTOUHEHHE



Oneparop

HCpCOHaHBHBIC JaHHBIC

Yrpo3a 6e3omacHoCTH
nHdopmaInuu

V4I3BUMOCTE

IlenocTHOCTD

(oOHOBNIEHUE, U3MEHEHHE), UCTIOIB30BaHNE, PACTIPOCTPAHEHUE
(B TOM umcre epenavy), 0oe3nnuuBaHue, OJOKHMPOBAHUE,
YHHUYTOKEHHUE MEPCOHATBLHBIX JIAHHBIX

TPOKIAHUH WIH IOPUANYECKOE JIUI0, OCYIIECTBISIONINE
JEeSATENBHOCTh MO SKCILTyaTallul UH()OPMAILIMOHHOW CUCTEMBI,
B TOM 4YHCIie TI0 00paboTKe WHGPOPMAIUH, COJEpKaIIeHcs

B ee 0a3ax JaHHBIX

JIrobast mH(bOpMAaIKs, OTHOCSAIMIASCS K MPSIMO HIIM KOCBEHHO
OTIpe/ICIEHHOMY WJIU OTIpeesiseMoMy (PU3NUECKOMY JIUILY
COBOKYMMHOCTh ~ yCJIOBUH W (hAaKTOPOB,  CO3MAIOIIUX
MOTEHIIMAJIBHYI0 WJIM PEATbHO CYIIECTBYIOIIYIO OMAcHOCTb,
CBSI3aHHYIO C yT€UKOU MHPOpMALIUU

W/WIM HECAHKIIMOHWPOBAHHBIMHU /WM HEMpelHaMEPEHHBIMU
BO3/ICUCTBUSIMU Ha HEE

HenocraTtox (cmabocTh) MIPOTPaAaMMHOTO
(TporpaMMHO-TEXHUYECKOTO) CPEICTBA WIH HHPOPMAITMOHHOM
CHUCTEMBI B 1I€JIOM, KOTOPBIH (KOTOpasi) MOXET ObITh
UCTIONBb30BaHa  JUIA  pealH3allud  Yrpo3  0e30MacHOCTH
uHdopMaIuu

YcTolunBocTh MHGOPMAIIMU K HECAHKIIMOHUPOBAHHOMY WU
CIIy4ailHOMY BO3JICHCTBUIO Ha Hee B Mpolecce 00pabdoTKH
TEXHHUYECKUMHU CPEICTBAMHU, PE3yIHTATOM KOTOPOTO MOKET
OBITh YHUUTOXKEHHE U UCKaXXKeHHE WH(POpMALIUU



T'OCTP
[lonntuka

O6pa3oBarenbHas
OpraHu3aIus
®CB Poccun
OCTIK Poccun

OBO3HAYEHUSA U COKPAIIEHUSA

— Tl'ocynapctBenHslil ctangapt Poccuiickoit @enepannun

— IonuTuka nadopmarmonHoi 6e3omacHocTy I'ocyaapcTBEHHOTO
OIO/KETHOTO 0011e00pa30BaTEILHOTO YUPEKICHHS
cpenusst obieoOpa3oBatenbHas mkosa Ne575 Ilpumopckoro paiiona
Canxkr-IlerepOypra

— I'BOY Ne575 IIpumopckoro paiiona Cankrt-IlerepOypra

— denepanpHas ciyx0a 6e3onacHoctr Poccuiickoit denepanuu
— denepanpHas ciyk0a 0 TEXHHYECKOMY M SKCTIOPTHOMY KOHTPOJIIO



1. OBIIME IMMOJIOKEHU A

Hacrosmas [TonuTtika siBasieTcss JOKYMEHTOM, ONPEEIISIONINM HaIllPaBJICHUS eI TEIbHOCTUB
obmactu  obecrieyeHuss ~ UHPOpPMAIMOHHOW  OE30MACHOCTH U MPEICTaBIsieT  coOoM
CHCTEMaTH3MPOBAHHOE M3JIOKECHHE IIeNieil W 3a1ad nH(pOpMaIMoHHOW 0€30MacHOCTH, KaK OJHO WIIN
HECKOJIBKO TIPaBMJI, MPOLEAYpP, NPAaKTUUECKUX MPUEMOB M PYKOBOASIIUX IPHHIMIIOB, KOTOPBIMH
pykoBozacTByercss OOpa3zoBaTenbHasi OpraHu3anus, a TAkKe OPraHU3allMOHHBIX, TEXHOJIOTHYECKUX U
MPOLEAYPHBIX aCTIeKTOB oOecreyeHust HH()OPMAIIMOHHONW 0€30MTacHOCTH.

[Tonosxenus Hacrosen [lonuTuku He pacnpocTpaHsoTCsa Ha obecrieueHne HHHOpMalnOHHON
0€30I1aCHOCTH CBEACHUH, COCTABIISIOIINX TOCYIapCTBEHHYIO TaliHYy.

OcHoBHOUM 3amaueld B oOmactu wuHPOpManmuoHHON Oe3zomacHocTH (OOpa3oBaTenbHON
OpraHu3alliy MPU3HAET COBEPLICHCTBOBAHUE MEpP U CPEICTB OOECleveHus 3aluThl WH(POpMaIUU
nH(poOpMallMOHHBIX  pecypcoB  OOpa3zoBaTeNbHOM  OpraHuM3allid B~ KOHTEKCTE  Pa3BUTHUS
3akoHojaTenscTBa Poccuiickoit  @enepanud M HOPM  pEryqupoBaHHs — HMH(POPMAIMOHHOMN
NESTENBHOCTH B TEKYIIUX YCIOBHUIX (DYHKIMOHUPOBAHUS MHPOPMALIMOHHOTO MOJIS.

[Tpu pazpabotke [1oTUTHKHM YUUTHIBAIUCH OCHOBHBIE NMPUHIMIIBI CO3JAHUS CUCTEM 3aIlUThI
nH(pOpMallUY, XapaKTEepUCTUKM M BO3MOXKHOCTH  OPraHM3allMOHHO-TEXHUYECKUX  MEpHU
COBPEMEHHBIX MPOrPaMMHBIX U allapaTHO-MPOTrPAMMHBIX CPEACTB 3alIUThl HHPOPMALIUY.

B pamkax cBoeii mestenbHOCTH OOpa3oBaTellbHAs OpraHM3alvs 00s3yeTcs MpeAnpHHUMATh
BCE€ BO3MOXKHBIE MEPBI JUIs 3aLIUThI HHPOPMAIMK OT Yrpo3 0€30MacCHOCTH HH(POPMALIUH.

TpeboBanuss WHPOPMAIIMOHHONW O€30MAaCHOCTH, COOTBETCTBYIOT ICJISAM JIEITEIbHOCTH
OO0pa3oBaTenbHOM OpraHu3aliy U MPeIHA3HAYEHBI 17151 CHIDKEHHSI PUCKOB, CBSI3aHHBIX C peain3anueit
yIrpo3 0e30MmacHOCTH HH(OPMAITUH.

[lonutuka poctynmHa BceM paboTtHukam (OOpa3oBaTeNbHOW OpraHM3allud H  BCEM
I10JIb30BATENISIM €r0 PECYPCOB.

2. IIEJIM U 3BAJAYU OBECNIEYEHUS THO®OPMAIIMOHHOM BE3OITACHOCTH

Cy0beKTbl HH(POPMALMOHHBIN OTHOLICHH

Cybbekramu nipu obecriedeHnr HHPOpMaMoHHOH Oe3onacHocTu B OOpa3zoBaTebHAS OpraHU3aIUs
SIBIISIIOTCSL:
® pPabOTHUKHU CTPYKTYPHBIX MOJpa3ieieHUl (B TOM YHCIIC YBOJICHHBIE);
® rpaxaane, paboTaOIIUE MO JOrOBOPAM I'paXK1aHCKO-TIPABOBOTO XapaKTepa;
e (Qu3nueckue JMIQA, TMPEICTaBUTEIM KOHTPAreHTOB B paMKaX MWCIOJHEHHUS JIOTOBOPHBIX
00513aTEIIbCTB;
e (usmueckue nuIa, nogasmue odpameHue B agpec OOpa3zoBaTeIbHON OpraHN3alny;
® [OpUIMYECKUE JIUIA, B PAMKax HCIIOJHEHHUS JOTOBOPHBIX O00S3aTENBCTB MM BO HCIIOJHEHUH
TpeOOBaHUH CO CTOPOHBI 3aKOHOATENIbcTBA Poccuiickoi denepanuu;
® Oprasbl rOCYapCTBEHHOU BIACTH.
O0bexTbl HHPOPMAIIMOHHBIX OTHOIIEH Ui
O6bexkTaMu HHGOPMAIIMOHHBIX OTHOILIEHUH SIBIISIFOTCS:
e uH(popMaIOHHBIE pecypchl OOpa3oBaTeIbHON OpraHU3allu;
e rocynapcTBeHHbIE HH(OpMAIIMOHHbBIE cucTeMbl OnepaTopoM KOTOPLIX siBiisieTcst OOpa3oBareinbHast
OpraHu3aIus;
e qporeccel 00paboTkM uHGoOpManuu B HMHPOPMAIMOHHBIX cuctemMax (OOpa3zoBarenbHas
opranu3anusi, MHPOPMALMOHHbIE TEXHOJOIMM, pEerjaMeHThl U Mpolenypsl cbopa, oO6paboOTKw,
XpaHEeHus U nepeaadn HHpopMaluy;
e uH(pOpMaAIMOHHAsT UH(PPACTPYKTYpa, BKIIOYAOLIAsl CUCTEMbl 00paOOTKH, XpaHEHHsS U aHAJIN3a
nH(pOopMalnY, MPOrpaMMHbBIE U MPOrPaMMHO-aINIapaTHbIE CPEAICTBA, B TOM YHCJIE KaHAIbI CBS3U U
TEJIEKOMMYHUKAIINN;
® CHUCTEMBl U CPEICTBA 3alUThl MHPOPMALMHU, OOBEKTHl M MOMEIIEHHs, B KOTOPBIX pPa3MEILICHbI
cpeacTBa 00paboOTKH HHPOPMAIIHH.
Hean odecneyennst UHPOPMALMOHHOM 0€30MACHOCTH
OcHoBHOIl Tenbl0 obOecnedyeHus: uWHGOpMAIMOHHONW Oe3zomacHocTH  OOpa3oBaTesbHAs



OpraHu3alusl  SIBISIOTCS  JACUCTBMS  HAmpaBiIeHbl Ha  JOCTH)KEHUE  3allUThl  CYOBEKTOB
MH(OPMALIMOHHBIX OTHOLIEHUI OT BO3MOXHOI'O HAHECEHHS WM MaTepHajbHOTro, (PU3MYECKOro,
MOpPAJIbHOT'O WJIM MHOTO yIiep0a, HOCPEICTBOM CIIy4aifHOIO MM MpeAHAMEPEHHOT0 BO3IEHCTBHS Ha
nH(pOpMalIKIo, B TOM YHCIIE:

e o0ecredyeHus: 0TKa30yCTOMUMBOro ()yHKIIMOHUPOBAHUS IPOrPAMMHBIXH allllapaTHO-TIPOrPaMMHBIX
cpencts OOpa3oBaTenbHas OpraHU3aLus UIPEAOCTABIIEMBIX CEPBUCOB;

® COOJIIOZCHHUS IPABOBOTO PEKMUMA UCTIOIH30BAHUS MACCUBOB M CPEICTB 00pabOTKHN MH(POPMAIIHH;
® [pEeNOTBpAIICHUS pealu3alud Yrpo3 0Oe30macHOCTH HWHPOpPMaUUU TpPU  OCYLIECTBICHUU
nesteabHOCTH OOpa3zoBaTebHas OpraHu3aLysl.

3agauu odecneyeHus HHPOPMALMOHHOM 0€30I1ACHOCTH

HocTwxkenue ueneit obecrieyeHuss HHGOpMAMOHHONM Oe30macHOCTH M CBOMCTB HMH(opManu,
OOpa3oBaTenbHast OpraHU3aIMsl PEIIACTCS CICTYIONIMMHI 33 Ja4aMu:

® 3aIUTHI OT HECAaHKIIMOHUPOBAHHOT'O JJOCTYIA K HH(OPMAIIMOHHBIM pecypcam;

® pasrpaHUyYeHUsl JOCTYNa IOJib30BaTesiell K MH(OPMAIMOHHBIM, amlapaTHbIM, MPOrPaMMHBIM U
HHBIM pecypcam;

® pEerucTpalud M MEPUOJUYECKOTO KOHTPOJNS JEHCTBHM mojb3oBareie mnpu oOpaboTke
3anuIaeMon HHGOpMaIK U EPHOANUYECKUI KOHTPOIb KOPPEKTHOCTH UX J€HCTBUM;

® KOHTPOJIS LIEIOCTHOCTH CPEJIbl UCTIOJTHEHMSI IPOIPaMM U €€ BOCCTAHOBJICHHE B CIIy4ae HapyIICHMUS,;
e oOecrieyeHus ayreHTH(UKAIMKM W HUACHTU(UKAOUM  TIOJH30BATENEH, Yy4YacTBYIOIIUX B
MHPOPMAIIMOHHOM OOMEHE;

e o0ecredyeHus: MCIPABHOCTU MPHMEHSAEMBIX B HMH(POPMALMOHHBIX cuctemMax OOpa3zoBaTebHas
OpraHu3alys CPe/ICTB 3aIIUThl HH(OpMaIH;

® CBOEBPEMEHHOIO BBISBIEHHE HCTOYHUKOB yrpo3 0€30MacCHOCTH HHPOPMAILUHY, IPUUNH U YCIOBU,
CHOCOOCTBYIOIIMX HAHECEHUIO yliepbda 3auHTEpEecOBaHHBIM CyOBeKTaM HH(OPMAIIMOHHBIX
OTHOIIICHMI;

® CO3JaHMEM CIyXObl MOHMTOPUHIA W PEarupoBaHMs HAa Yrpo3bl 0€30IaCHOCTH MH(OpMaLuu U
HeraTUBHbIE TIOCIIEACTBHUS;

® CO3JaHMEM YCJIOBHUH JUII MUHUMH3AIMM HaHOCHMOTO yiepOa HEempaBOMEPHBIMHU JECUCTBUAMHU, U
yCTpaHEHHE [MOCIEeACTBUN HapylmieHus HHQOopMaluoHHON Oe3onmacHocTu B OOpazoBaTenbHast
OpraHu3arus.

Pemenune BwimenepeuncieHHblx 3amay B OOpa3oBaTesbHas OpraHu3alis —OCYIIECTBISETCS
IIOCPEJICTBOM:

® ydyeTa BCeX MOAJISKAIINX 3alUTe UHPOPMALMOHHBIX PECYPCOB;

® JKypHAJUpPOBaHMs JEHCTBUH NEpCOHAja, OCYIIECTBISAIOLIET0 OOCIYXHMBaHHE M MOAM(PUKALNIO
MIPOTPaMMHBIX U MPOTPAMMHO-AIMIAPATHRIX CPEJICTB HHPOPMALMOHHBIXCHCTEM;

® perjaMeHTallM NpoleccoB 00paboTku MHpoOpMalMU, IeHCTBUNA paboTHHKOB OOpa3zoBaTeibHAs
OpraHu3alysi, OCYIIECTBISIOIMX OKCIUTyaTallMl0 MPOrpaMMHBIX UM IPOrpaMMHO-aIapaTHBIX
CPEJICTB, HA OCHOBE YTBEPKIACHHBIX OPraHMU3allMOHHO- PACIOPSIUTENbHBIX JTOKYMEHTOB IO 3alllUTe
nHpopmanuu;

® Ha3HA4YEHMs] U MOJArOTOBKOM PaOOTHHKOB, OTBETCTBEHHBIX 3a OpPraHM3ALMI0 U OCYILIECTBICHUE
MeponpusATH o obecnieueHHo HH(popMaMOHHOH Oe3onmacHocT B OOpa3oBaTesbHasi OpraHu3arus;
® HAJEJICHUs KaXJ0ro padOTHUKA MUHMMAJIbHO HEOOXOJUMBIMH IIpaBaMu IIpu paboTe B
MHPOPMAIIMOHHON HHPPACTPYKTYPE COTIACHO UX JOHKHOCTHBIM 00S3aHHOCTSIM;

e COOJIOZICHNs] BCEeMHU paOOTHUKAMHM, HKCIUTyaTUPYIOIIUMHU M OOCIYKUBAIOIIUMHU MPOTrpaMMHBIE U
IIPOrpaMMHO-aIlIapaTHbIE CPENICTBA, TPEOOBAHUI OpPraHU3ALMOHHO-PACIOPSAUTEIBHBIX JTOKYMCHTOB
10 BoTpocaM obecriedeHIsI HHPOPMAIMOHHOW 0€30TTaCHOCTH;

® [IEPCOHAIBHOM OTBETCTBEHHOCTHIO KaXKJOI0 PaOOTHUMKA 3a CBOM JEHCTBUSA, y4acCTBYIOIIEIO B
paMKax cBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B Mpolleccax aBTOMATH3MPOBAHHOW 00pabOTKU
MHpOPMALUU ¥ UMEIOLIETO JOCTYH K pecypcaM HUH(OPMAIIMOHHBIX CHCTEM;

e peanm3alnuel TEXHOJIOTMYECKHUX TIPOLECCOB 00paboTku WHGPOPMAIMK C HUCHOJb30BaHUEM
KOMIUIEKCOB ~ OpPTaHM3allMOHHO-TEXHUUYECKUX MEp  3allUThl HPOTPaMMHOTO  OOECTEeYEeHHMS,
IIPOrpaMMHO-aINapaTHBIX CPEJICTB;

® TPUHATHS MEP MO OOSCIEYCHHUIO (PU3UUECKON EIOCTHOCTH MPOrPaMMHO-AIIIAPATHBIX CPE/ICTB



MH(POPMALIMOHHBIX CUCTEM U MOAJEpKAHUEM HEOOXO0IMMOT0 YPOBHS 3aIMIIEHHOCTH KOMIIOHEHTOB;
® JCMOJb30BaHUS MPOrPAaMMHBIX U MPOrPaMMHO-AINapaTHBIX CPEACTB 3alIUThl HHPOpMALUU
obpabarbiBaeMoM B OOpa3oBarenbHass OpraHu3alys ¥ AIMHHUCTPATHBHOM MOJACPKKOH HX
UCIIOJIb30BAHUS;

® KOHTPOJIs COOIIOICHUS TTIOIb30BATEIIMH HHPOPMAIMOHHBIX CUCTEM TPEOOBAaHUI IO 0OECTICUEHUIO
nH(pOPMAIMOHHOM 0€30MaCHOCTH;

e mpoBefeHUs aHanu3a 3(Q(YEKTUBHOCTH MPUHATHIX MEpP 3allUThl MH()OPMAIMH U MPUMEHIEMBIX
cpencTB 3anuThl nHGopMmaruu B O0pa3oBarenbHasi OpraHu3aIs;

e pa3pabOTKM U peanu3aluy NPeAIoKESHUN MO0 COBEPLUICHCTBOBAHUIO CUCTEM 3aIlUThl HH(POpMAIUU
B OOpa3zoBartesbHas OpraHu3aiusl.

3. MIPUHIIUIIBI OBECIIEYEHUS THOOPMAIIMOHHOM BE3OITACHOCTH

Ob6ecnieuenne MHPOPMAIIMOHHOW O€30MACHOCTH, TOJKHO OCYIIECTBISITHCS B COOTBETCTBHH CO
CJIEIyIOIIMMU OCHOBHBIMH MPUHIUIIAMH:

IpyHOMI 32aKOHHOCTH

[Ipu BBIOOpE MEpPONPHUATHH IO 3aImuTe WHPOPMAIHMH, JOHKHO COOJIOAATHCS JEHCTBYIOIIEE
3akoHOoaTeNnbCTBO Poccuiickoi deneparwn B chepe 3amThl HHPOPMALINH.

Bce pa®oTHHKM AOMKHBI UMETh NMPEACTAaBIEHUE 00 OTBETCTBEHHOCTH 3a INPaBOHAPYILICHUSB
chepe 3ammrel  umHpopMamuu. [IporpaMMHO-ammapaTHbIE — CpPEACTBA, TNPUMEHsSEMble B
OOpa3oBarenbHast OpraHu3alys, IOJDKHBI HMETh COOTBETCTBYIOIIME JUIEH3UU, OQUIHAIBHO
npuoOpeTaTscsl y IpeAcTaBuTeNeil pa3pab0oTUYMKOB 3THX CPEJCTB WM ABISATHCS MHTEIUICKTYaJIbHON
coOcTBeHHOCThIO OOpa3oBaTenbHasi OpraHu3allus.

IIpuHIUI CHCTEMHOCTH

[Tpu co3gaHuM cUCTEMBI 3alIUTHl JOJHKHBI YUYUTHIBATHCS aKTyalbHBIE YIpo3bl 0€30MacHOCTH
nH(pOopMalii, BO3MOXHbBIE 00BEKTHI M HAIIPaBJICHUS aTaK Ha HEE CO CTOPOHbI HapymuTeneid. Cucrema
3aIIUTHI OJKHA CTPOUTHCS C YYETOM HE TOJIBKO M3BECTHBIX KAHANOB yYTEYKH MH(GOPMALIUU,HO U C
YYETOM BO3MOXKHOCTH TOSIBJICHHS HOBBIX YSI3BUMOCTEH B IPOTPAMMHOM 00€CIICUECHUH.

IIpyHOMI KOMIJIEKCHOCTH

KommiekcHOE MCTIONB30BaHUE CPEACTB 3alIUThI MHPOPMAIUU TPEATIONAraeT COTrJacoBaHHOE
MPUMEHEHHE MPU NMOCTPOCHUH IEIOCTHOW CHCTEMBI 3aIMThI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE
yrpo3bl 0e30MmacHOCTH MH(POpMAlUU. 3aluTa JOJKHA CTPOUTHCS SIICIOHUPOBaHO. Duznueckas
3aIuTa T0JKHA 00ecTieunBaThCsl (PU3MUECKUMU CPEICTBAMHU U OPTraHU3allMOHHBIMU MEPaMHU.

[lpu mocTpoeHNH, BHEAPEHUH W AKCILUTyaTAIlMH CHCTEMBI 3aIIUTHl HHPOPMAIIUU PYKOBOJICTBO
OOpa3zoBarenbHas opraHuzalus o0ecrieuynBaeT yciuoBus s 3¢ (HEKTUBHONW KOOpAMHALMYU IeHCTBUN
BCEX JIUII, 00eCIeUnBAOIINX HH(DOPMAITMOHHYIO O€30TTaCHOCTb.

IIpuHIMTI CBOEBPEMEHHOCTH

Pa3zpaboTka cuctemMbl 3amuThl WH(GOpPMAIMK TOJHKHA BECTUCHh MAapalIeNIbHO C pa3pabOTKOM
MH(POPMALIMOHHOM CUCTEMBI. DTO MO3BOJIUT YUeCTh TpeOOBaHUS OE€30MACHOCTH MIPU MPOSKTUPOBAHUHU
apXUTEKTyphl M, B KOHEYHOM cueTe, co3iarh Oosnee 3¢ deKkTuBHbIE MHYOPMAIMOHHBIE CUCTEMBI,
o0ajaroiue JOCTaTOYHBIM YPOBHEM 3aLUILIEHHOCTH.

IpuHIUN TPeeMCTBEHHOCTH

[locTosiHHOE COBEPILIEHCTBOBAaHME MEp M CPEACTB 3alUThl MHGPOPMALMM Ha OCHOBE
MIPEEeMCTBEHHOCTH OPraHU3allMOHHBIX W TEXHUYECKUX pELIEeHUl, KaJpoBOr0 COCTaBa, aHallu3a
(GyHKIMOHUPOBAHUS HWH(GOPMAIIMOHHBIX CHCTEM M CHCTEMBl €€ 3aIlUThl C y4eTOM HM3MEHEHUH B
MeTOoJIaX U CpeICTBAX NepexBaTa MH(PpOpMaLUK, HOPMATUBHBIX TpeOOBaHUI! O 3a1IKUTe HH(OPMALIUH.
IIpyHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecriedeHue MH(POPMAIMOHHOW 0€30MacHOCTH U IIEHHOCTH
MH(POPMAIIMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOXKHOT'O YIIepOa OT UX pa3rialleHusl, yHUYTOKEHUS U
uckaxxeHus. Vcnonp3yemble Mepbl W CpeACTBa 3alUThl MH(POpMAMKM HE AODKHBI YXYAIIATh
HPrOHOMHYECKHE MOKAa3aTeI KOMIOHEHTOB HH(POPMALIMOHHBIX CHCTEM.

HpI/IHlII/IH OTBETCTBCHHOCTH



Bo3noxeHne 0TBETCTBEHHOCTH 3a o0ecnieueHue 0e30nacHOCTH HH(POPMAIUK U ee 00paboTKH Ha
KaXI0ro pabOTHMKAa B Tpejaeiax ero IOJTHOMOYHHA. B COOTBETCTBHM C ASTHM NPUHIMIIOM
pacrpezieJIieHre IpaB 1 00s13aHHOCTEeH PaOOTHUKOB CTPOHUTCS TAKMM 00pa3oM, YTOOKI B ciTydae Jr000ro
HapymeHust ObLT U3BECTEH HAPYIIUTENb.

IIpyHUOMT 000CHOBAHHOCTH U TEXHUYECKOH pPean3yeMoCTH

NudopmanmoHHbIe TEXHOJOTHH, MMPOTPAMMHBIE U MPOTPAMMHO-AIMApaTHBIE CPENICTBA, MEPHI
3aMThl MTHQOPMALUHU JOJDKHBI OBITH PEANM30BaHBI MO COBPEMEHHBIM PELICHUSIM, 0OOCHOBAHBI C
TOYKH 3PEHUS JOCTIKCHHS 3aJaHHOTO YPOBHS 3alIMINEHHOCTH WH(POPMAIHUU M SKOHOMHYECKOH
11eJIeCO00pa3HOCTH, a TaKXKe COOTBETCTBOBATH YCTAHOBIECHHBIM HOpMaM M TpeOOBaHHUSIM IO
6€30MacHOCTH HH()OPMALIHH.

IIpuHMn npodeccuoHan3Ma

Peanmmzanms mep 3ammThl HHOOPMAITUH M DKCIUTyaTaIlHsI CPECTB 3aIIUTHI HH(OPMAIIHH T0JKHA
OCYILLECTBIATHCS MPO(PECCUOHANTBHBIMU CIIEIUATHCTAMH.

[lpuBnedenue crienuan3uPOBaHHBIX OPraHU3aNUN K Pa3paboTKe CPEICTB U pean3alud Mep
3alUThl MH(GOpPMAIMK, MOATOTOBIEHHBIX K KOHKPETHOMY BHUAY JEATEIBHOCTH MO OOECIEYCHUIO
0e301macHOCTH HH(OPMAITMOHHBIX PECYPCOB, IMEIOIIMX OIBIT MPAKTHUECKOW paObOTHI M JIHIIEH3UH Ha
[IPaBO OKA3aHUs YCIYT B 3TOM 00JacTH.

IpuHOMNI MUHMMH3A0MY NPUBUJIETHI M0JIb30BaTeJ e

ObecrieueHne Moab30BATENCH MPUBUICTHSAMUA MUHUMAIBHO JTOCTATOYHBIMH JJISI BBITIOJHEHUS

MMM CBOUX JOJDKHOCTHBIX 00s13aHHOCTEl B OOpa3oBaTeabHas OpraHn3alys.

4. OCHOBHBIE TPEBOBAHMUSI 11O 3AIIUTE UHOOPMALIUA OTPAHUYEHHOTI'O
JOCTYIIA
Cucrema 3amuThl MHGOPMALUMU JAOKHA MpelycMaTpuBaTh KOMIUIEKC OPraHHW3allMOHHbIX,
MPOTPaAaMMHBIX M MIPOrPaMMHO-AIIAPATHBIX CPEJCTB U Mep MO 3aIuTe WHPOpPMAIUU B MIpoIecce ee
00paboTKH.
BremonHeHne TpeGoBaHMiA JOCTUTACTCS 32 CUET peaTn3aui Ha 00beKTax HH(POPMATU3ALIUN MEP
IO 3aIuTe HHPOpMaIUH:
¢ HIeHTH()UKANNY U ayTeHTU(UKAIINH CyOBEKTOB JOCTYIA U 00BEKTOB JOCTYIIA;
YIIPaBIICHUIO IOCTYIIOM CYOBEKTOB AOCTYIA K 00BEKTaM JOCTYIIA;
OTPaHUYEHUIO POTrPAMMHON CpeJIbl;
3alllMTE MAIIMHHBIX HOCUTENIEH epCOHABHBIX TaHHBIX;
perucTpary COOBITHIA O€30TTaCHOCTH;
AHTUBHPYCHOM 3aILHNTE;
00HapYKEHHUIO BTOP>KEHUH;
KOHTPOJIIO (aHAJIN3Y) 3AIIUIIIEHHOCTU MEPCOHAIBHBIX JIaHHBIX;
00€eCIeYeHHIO 11eJT0OCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U IEPCOHANIBHBIX IaHHBIX;
00€CTICUCHHIO JJOCTYITHOCTH MEPCOHATBHBIX JaHHBIX;
3aIUTHI CPEJIbl BUPTYaTH3AINH;
3aIUThl TEXHUYECKUX CPEJICTB;
32U Thl UHPOPMALIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U M NIEpeaul JaHHbIX;
BBISIBJICHUIO UHIIUACHTOB U pearupoBaHue Ha HUX;
® VIpaBJICHUIO KOHPUrypauued MHGOPMALMOHHONW CUCTEMBbl U CHUCTEMbl 3aIUThI MEPCOHATIBHBIX
JAHHBIX.
OOpa3oBarenbpHast opraHuzanus, Kak oOiagaTens HHPOPMAIMH OTPAaHMYEHHOTO JOCTYyINa, MpHU
OCYILIECTBICHHH CBOUX TPaB 0053aHO:
e coOI0/1aTh MpaBa U 3aKOHHBIE UHTEPECHI HHBIX JIUII;
® [PUHUMATh HEOOXOIMMBbIE MEPHI MO 3alluTe HHPOPMALHH;
® OrpaHUYUBATH OCTYI K HH(MOPMAIIMH, €CITU TaKasi 00SI3aHHOCTh YCTAaHOBJICHA3aKOHOIaTEIbCTBOM
Poccuiickoit denepanun.

B tom wumcne OOpa3oBarenbHass oOpraHusaiusi, BIpPaBe €clId HHOE HE MPelyCMOTPEHO



3aKoHOaTenbCcTBOM Pocculickon Penepanyu:

e paspeuiatb WIM OTPaHUYMBATH JOCTYN K WH(GOpPMAaIUU, ONPEAEATh MOPAIOK U YCIOBUS TAKOTO
JOCTYTIa;

® CII0JIb30BaTh HH(POPMAIIHIO, B TOM YUCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

e repenaBaTh MH(OPMALMIO JPYrUM JIMIAM HAa YCTAHOBJIEHHOM 3aKOHOJAaTelbCcTBOM Poccuiickoii
®denepannv OCHOBaHHM;

® 3aIUIIATh YCTAHOBJICHHBIMHU 3aKOHOATENbCTBOM Poccuiickoit @enepanum criocobaMmrucBou mpasa
B Cllydae HE3aKOHHOIO IOJy4eHHUs HMH(POPMALMU WM €€ HE3aKOHHOIO HCIOJIb30BAaHUS WHBIMU
JIULaMU;

® OCYUIECTBJIATH MHbIE IEHCTBUA ¢ HH(pOpMALMEeN WU pa3peliaTh OCYIECTBICHUE TaKUXAeHCTBUH,
€CJIM 3TU JIEUCTBUS HE MPOTUBOpedYaT (elepajbHbIM 3aKOHAM M APYTUM HOPMATHBHO-IIPaBOBBIM
aktaM Poccuiickoit deneparum.

3amuTa HHGOpPMAILMU OTPAHUYEHHOTO JI0CTYIa MPEICTaBIseT COO0M NMPUHATHE OPTaHU3ALIMOHHBIX U
TEXHUUYECKUX MEpP, HAPABICHHBIX Ha:

e coOmoneHre KOHPUACHIMAIBHOCTH HHPOPMAIMKN (MCKITFOYEHUE HEIPaBOMEPHOT0I0CTYIIA,
KOIIMPOBAHUsI, IPEJOCTABICHUS WU PACTIPOCTPaHEHUs HH(POPMAIIHIHN);

e o0ecrnedyeHue HeT0CTHOCTH HH(pOopMaluH (MCKIIIOUEHHE HEITPABOMEPHOTOYHHUUYTOXKEHUS T
MoauUIIPpOBaHus HH(DOPMAIIUN);

e peaNu3anuio MpaBa Ha JOCTYN K MHpoOpManuu (MCKIIOUEHHE HEMPaBOMEPHOT0OIOKUPOBAHHS
uHbopMaIHn).

CpenctBa 3ammThl MHGOPMAllMK BHEJIPSIIOTCS 1O pe3yiabTaTaM IPOBEACHHS OLIEHKH pPHUCKOB
MHPOPMAIMOHHOM 6€30MacHOCTH.

Opranuzanus 3amuThl HHGOpManu

IIpu opranmuzanuu B OOGpa3oBaTesbHas OpraHU3aLUs 3aLUTHl HHPOPMALIMH, JTOJKHBIBBIIOIHATHCS
TpeboBanus PexnepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 undopmaiuu, nHGOPMaLMOHHBIX
TEXHOJIOTHSIX U O 3aIIUTe UH(OPMAIHNY», KOTOPbIE PETYIUPYIOT OTHOILEHUS, CBSI3aHHbIC

C YCTaHOBJICHHEM, U3MEHEHHEM U MPEKpaIleHneM pexkruma o0paboTku 3amuiaemMor nadpopmaiuu. B
TOM Yucie TpeboBaHMS O 3amMTe HMH(GOpPMAIMM, HE COCTABIISAIONICH T'OCYAapCTBEHHYIO TaiHy,
coJieprKalleiicst B TOCyJapCTBEHHbBIX HH(POPMALIMOHHBIX CUCTEMaX yTBepkIeHHbIe mpukazoM GCTOK
Poccun ot 11.02.2013 Ne 17 «OO6 yrBepxaeHuH TpeOOBaHUMN O 3ammre WHPOpPMAIUH, HE
COCTABJISIONIECH TOCYIApPCTBEHHYIO TalHY, COAEpPKaIEHCs B TOCYAapCTBEHHBIX WH(OPMAIIMOHHBIX
cucteMax» Uil TOCYAapCTBEHHBIX HH(POPMALMOHHBIX CHUCTEM IO KOTOpbIM OOpa3oBaTelbHas
opranu3zanus sisgercs: OnepaTopom.

B Oo0pa3zoBarenbHas opraHuzaiys MOMUMO pealM3allud OCHOBHBIX MEp 3alUThl WH(pOpMalUU
OCYILECTBIISAETCS:

® peryisipHas OICHKA U yIpaBJICHHE PUCKaMU HH(GOPMAIIMOHHON Oe30MacHOCTH B COOTBETCTBUU C
YCTaHOBJIEHHBIMU IPOLIEIypaMH B 00JIACTH yIIPaBIIEHUs] pUCKAMU;

e uHpopMuUpOBaHHE, OOy4YeHHE U MOBBIIICHHE KBaIH(PUKauu paboTHUKOB OOpaszoBareiabHasI
opranm3anus B cgepe HHPOPMAITMOHHOMN 0€30MaCHOCTH;

® METOJMYecKas MOMOILIb PaOOTHUKAM B BOIpocax obecrneyeHns HHHOpMaMOHHON0e3011acCHOCTH;
® aHaJIM3 ¥ OMCK BO3MOXHOCTEH 10 MOBBILIEHUIO YPOBHS 3aLUILIEHHOCTH HH()OpMaIUH.

Jig opraHuzanuu 3amuTel uHGopMauuu, OOpa3oBaTefbHas OpraHM3alMsl BIpaBe NPUMEHSTh
CpPEICTBA W METOJAbl TEXHUYECKOW 3allluThl, IPEANPUHUMATH JpPYyrue, HE NPOTHUBOPEYALIUE
3akoHonarenbeTBy Poccniickont denepannu, MepBI.

B pamkax obecrnedyeHus 3amuThl WHGOpPMAIMM, B paMKax TPYJIOBBIX OTHOIIEHUH HEOO0XOAMMO
03HAaKOMUTb O] POCIUCH PaOOTHUKOB, JOCTYIN KOTOPHIX K MHPOpPMAIMU OTPaHUYEHHOrO JOCTYIIA,
HEOOXOAUM [T BBIIIOJIHEHUS UMHU CBOUX JOJDKHOCTHBIX OOSI3aHHOCTEH, ¢ mepeyHeM MH(OpMaIuu
OTPaHMYEHHOr0 JOCTyna, M NpUHATBIMH B OOpa3oBaTenbHas OpraHu3alus MepamMH 3allUThl
uHpOpMAaLIUY.

Oco0eHHOCTH 3a1MTHI NEPCOHATBHBIX JAHHBIX



Ipu opranuszanuu o6padboTku B O6pa3oBaTesibHas OpraHu3alus NepPCOHAIbHbIX JaHHBIX HEOOX0IUMO
PYKOBOJCTBOBAThCS TpeboBaHusiMu DenepaapHoro 3akoHa ot 27.07.2006 Ne 152-03

«O mepcoHanbHBIX JaHHBIXY. [lepedeHb Mep, BHIIOTHEHHE KOTOPBIX o0ecnieunBaeT OOpa3oBaTenbHas
OpraHu3aIisl B KAUeCTBE ONEpaToOpa MEPCOHATBHBIX JaHHBIX, JOJDKEH BKITFOUATh!

e nazHaueHue B OOpa3oBaTesibHAas OpPraHM3alMs OTBETCTBEHHOI'O 3a OpraHu3aluio o0padoTKH
MePCOHATBHBIX JAHHBIX;

e pa3pabOTKy JOKYMEHTOB, ONPEACISIONINX NpaBWIa B OTHOMICHUH OOPaOOTKH IMEPCOHATBHBIX
naHHbIX B OOpa3oBaTeabHasi OpraHU3aIus, JIOKaIbHBIX aKTOB M0 BOIIPOcaM 00pabOTKH MePCOHATBHBIX
JaHHBIX;

® MPUMEHEHHE OpPraHU3allMOHHBIX M TEXHWYECKHMX Mep Mo obecredyeHnio 0e30macHOCTH
MePCOHANBHBIX JAHHBIX B COOTBETCTBUU cO cTaThell 19 denepanbHoro 3akoHa or27.07.2006 Ne 152-
O3 «O nepcoHaIbHBIX JaHHBIX);

® BBINOJHEHUE TPEOOBAHUHN 110 COCTABY M COJIEPIKAHUIO OPTaHMU3AaLMOHHBIX U TEXHUYECKHX Mep IO
obOecrieueHUI0 0OE30MaCHOCTH TIEPCOHATIBHBIX JAaHHBIX MPU HX 00paboTke B HMHODOPMAITMOHHBIX
cucTeMax MepCOHANbHBIX MaHHBIX yTBepkACHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEp>KIACHUH COCTaBa U COJEPKaHHUs OPraHU3AIMOHHBIX U TEXHUYECKUX Mep M0 00eCTeYeHUIO
0€30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX MpH HX 00paboTke B WHGPOPMAIMOHHBIX CHUCTEMax
MIEPCOHATBHBIX JTAHHBIX);

® OIEHKY Bpela, KOTOPBI MOXET OBITh MPUYMHEH CyObEKTaM IEePCOHANBHBIX JTaHHBIX B CIydae
Hapymenus ®enepansHoro 3akoHa Ne 152-03, cooTHOLIeHHE yKa3aHHOTOBpEIa U MPUHHUMAEMBIX
OIepaToOpoOM Mep, HAIpPaBJIEHHBIX HAa OOeCleueHUe BBIMOJIHEHUS O0SI3aHHOCTEH, MPeayCMOTPEHHBIX
®denepanbHbIM 3aK0HOM Ne 152-D3;

e o3HaKomiieHHe paboTHHUKOB OOpa3oBaTenbHas OpraHU3alus, HEMOCPEACTBEHHO OCYIIECTBIISIOMINX
00paboTKy MepCOHATBHBIX JAHHBIX, C TIOJIOKEHUSIMHU 3aKOHOAATEeNhCTBA Poccuiickoit denepanuu o
MEPCOHANBHBIX JAHHBIX, B TOM 4YHCIEe TpeOOBaHMSIMH K 3allUTe MEPCOHATBHBIX JaHHBIX,
JOKYMEHTaMH, OmnpeessionmMu  TpeboBanusi OOpa3zoBaTenbHas OpraHW3alys B OTHOIICHHUH
00paboOTKK MEPCOHABHBIXTAHHBIX U 00y4YeHHE, TPH HEOOXOIUMOCTH, YKa3aHHBIX PAOOTHUKOB.
ObecrieueHne 6€30MACHOCTH TIEPCOHABHBIX JAHHBIX IOCTUTACTCS, B YACTHOCTH:

® ONpeJeNIeHNEM yIpo3 U HapyIIuTened 6e30MacHOCTH MEePCOHATIBHBIX JaHHBIX IPU UX 00paboTkKe B
MH(GOPMALIMOHHBIX CHCTEMaX MEePCOHAIBHBIX JIaHHBIX;

® ONpe/eNieHNEM YPOBHS 3aIMIICHHOCTH TEPCOHANBHBIX JAaHHBIX B COOTBETCTBUU CTPEOOBAHUSIMH
ITocranosnenus [IpaBurensctBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119 «O6 yrBepxkaeHuun
TpeOOBaHUHN K 3alIUTE MEPCOHAIBHBIX JNAHHBIXIPH MX 00paboTke B MH(GOPMAITMOHHBIX CHCTEMax
MEPCOHATBHBIX JAHHBIX);

¢ TpPUMEHEHHEM MPOIIEIIINX B YCTAHOBICHHOM MOPSIKE MPOIEAYPY OLEHKH COOTBETCTBHS CPEACTB
3alUThl HH(pOpMauy,

e OIEHKONH 3((EeKTUBHOCTH NMPUHMMAEMBIX MEp IO 3alllUTe MEePCOHANbHBIX JAHHBIX /0 BBOJAA B
SKCIUTyaTalMio MHPOPMAIIMOHHON CUCTEMBI IEPCOHANIBHBIX JaHHbIX;

® BOCCTAaHOBJICHHEM II€PCOHAJBHBIX JAHHBIX, BCJIEICTBUE IOJNyYCHHUsS HECAHKIIMOHHPOBAHHOTO
JOCTyIa K HUM;

® YCTAaHOBJIIEHMEM TIpaBWJ JOCTyNa K TMEpPCOHAJbHBIM JAaHHBIM, 00pabaTbiBaeMbIM B
WH(POPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX, a TAK)KE 00ECTICUeHHEM PETUCTPAIH U ydeTa
BCeX JICHCTBUI, COBEpIIAEMbIX C TMEPCOHAIBHBIMU JAHHBIMH B MH(OPMAIMOHHBIX CHUCTEMax
MEPCOHATBHBIX JaHHBIX;

® KOHTpPOJIEM 32 MPUHUMAEMBIMH MEpPaMM IO 3aIUTE MEPCOHAJIBHBIX NAHHBIX U OIpPENEICHHOrO
YpOBHSl 3alIUILEHHOCTH HWH(POPMAIMOHHBIX CHUCTEMaX IEPCOHAJIBHBIX JaHHBIX B Ipoliecce ee
9KCIUTyaTalUH.

5. OCHOBHBIE TPEBOBAHMUS K ITPOIECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOMN BE3OITACHOCTHN
MeTtoanyeckoe pyKOBOACTBO, pa3padOTKy pelIeHH Mo 3a1uTe HHPOPMaIUH, COTIacoBaHne BbIOOpa
CPE/ICTB BBIUMCIIUTEIILHOW TEXHUKH, NMPOTrPAMMHBIX U MPOrPaMMHO-AMIAPATHBIX CPEACTB 3alUThI
MHpOpPMAIIUY, OPTaHU3ALNI0 paObOT MO BBISBICHUIO BO3MOXHOCTEH M MPEAYNPEKACHUIO YTEUYKH U
CBOWCTB 3allluIaeMoi HH(OpMaLuK, aTTeCTalui0 OOBEKTOB MH(OPMATH3ALMU OCYILIECTBISIIOT
KOMIIETEHTHBIE CTPYKTYpHBIE Moipa3aenenus OOpa3zoBaTenabHas OpraHnu3aiusl.



Pusuyeckas 0e30MaCHOCTH

[lpuHsATEIE OpraHW3allMOHHBIE M TEXHWYECKHE MEphl Mo 3ammre nomenieHnid OOpas3oBaTenbHas
OpraHu3alys, CEpBEPHOro0 U KOMMYTALlMOHHOTO 000pYyI0BaHUs, aBTOMAaTH3UPOBAHHBIX pab0UnX MECT
nojip30Bareed  mHpopManmMOHHBIX cucteM (OOpas3oBaTenbHas OpraHU3amus —OOECTICYMBAIOT
peanu3aluio caeIyonmx Mep 1o:

® pasrpaHUYEHUI0 JOCTyna paOOTHUKOB B mnomemeHus OOpa3oBaTesbHas OpraHu3anus B
COOTBETCTBHUH C X MOJIHOMOYHMSAMHU U TOJDKHOCTHBIMU O0S3aHHOCTSIMU;

e peructpauud (aKTOB BXOAAa pPaOOTHUKOB B IOMELICHHS B KOTOPBIX Beaercss o0paboTka
MEPCOHATHLHBIX JaHHBIX;

® KOHTPOJIUPYEMOMY TpeOBIBAaHUIO TOCTOpOHHMX Jul B OOpa3oBarenbHas OpraHU3alus B
IIOMELICHUs, B KOTOPBIX Benxercsi o0paboTka MH(pOpMAIMM OIPaHUYEHHOI'O JOCTYNa U pa3MelleHbl
amrmaparHble CpeJcTBa HHPOPMALIMOHHOM CUCTEMB;

e OpraHu3alyy peKMMa KOHTPOJIUPYEMOTo BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMALIUH.

[Tomemenus O6pazoBaTenbHON OPraHU3aALUU TOJKHBI OBITh 000PY/JOBAaHbI AETEKTOPAMH OTHSU
IbIMa, OTHETYIIUTENSMH, CHUCTEeMaMH KOHIMIIMOHMPOBAHUS BO3JyXa, CPEACTBAMH OXpPaHHO-
MOYKapHOW CUTHAIN3AIUH.

OcHOBHOE CepBEpHOE U KOMMYTAllMOHHOE oOopyaoBaHue OOpazoBaTenbHasi OpraHU3AIUs
JOJKHO OBITh 3aIUILEHO OT epe00eB B 01a4e 3JIEKTPOIHEPT MU ITyTEM MOJIKIIOYEHUS K 3JIEKTPOCETH
C TIPUMEHEHHEM HCTOYHUKOB Oecrepe0OHHOr0 MUTaHMS M PE3EPBHOTO JM3EIb- TE€HEpaTopa.
Hcrounnku OecrepeOOMHOr0 MNMUTaHUA HEOOXOIUMO PETYISPHO TECTUPOBaTh U IPOBEPATH
YIIOJIHOMOYEHHBIM paboTHuKaM OOpa3oBaTenbHasi OpraHnu3alusi B COOTBETCTBUU C PEKOMEHIAIMAMU
IIPOU3BOIUTEIIS.

[opTaTuBHBIE TEXHUYECKHE CPECTBA HE JOIDKHBI OCTABATHCS 3a MpeesiaMi KOHTPOIUPYEMOH
30Hbl OOpa3oBaTesibHas OpraHu3anus 0e3 KOHTPOJIsl CO CTOpPOHBI paboTHHKOB OOpa3oBaTenbHas
OpraHu3aIus.
be3onacHocTh Ha paboyeM MecTe

3ampemaeTcss BECTH 3alUCh TApoJieii B OTKPHITOM BHIE HAa MaTepUAIBHBIX HOCHTENS, 3a
HCKJIIOUEHUEM CITy4aeB, PErilaMeHTHPOBAHHBIX METOJIOB XpPaHEHHUS.

JIOKyMEHTBI W HOCHUTEIH ¢ WH(pOpMaluel OrpaHUYEeHHOTO JOCTYNa IOJDKHBI yOWpaTbcs B
ormeuyaThiBaeMble Mecta (ceiidpl, mkapel uW T.I.), TpU yxome ¢ pabouero wmecta. Ha
aBTOMAaTHU3MpOBaHHOM pabouem mecte llonb3oBaTens pabouast ceccust JOJKHA ObITh NpepBaHa,
pabounii cronm 3abiokupoBaH. Bxoj monb3oBaTenss B CUCTEMY HE JIOJDKEH BBIIOIHATHCS
aBTOMATHUYECKH.

JIOKyMEHTBI, cojiepkalie HHQOpMaIo OrpaHMYEHHOTO JOCTYIA, TOJKHBI Cpa3y U3bIMAThCs
U3 MeYaTaommXx yeTporucTB. st yrunmu3anuy KOHQUACHIMAIBHBIX JOKYMEHTOB, TOJDKHBI
WCIOJIb30BAThCSl YHUUTOXKUTENIN JOKYMEHTOB He HMKEe 4 ypOBHS MO CTaHIApTy O€30MacHOCTH,
MPUMEHSIEMOMY K YHUUITOXKUTEISIM JOKYMEHTOB.

IIpy ucnonb30BaHUM MOOWJIBHBIX TEXHHYECKHUX CPEICTB HEOOXOAMMO  COOII0AATh
JOTIOJTHUTEIbHBIE MEpPHI 10 PETJaMEHTAllMd W KOHTPOJIO HCIIOJNB30BaHUS B WH(MOPMAIIMOHHON
cUcTeMe MOOMIIbHBIX TEXHUUECKUX CPEJICTB.

HaxoxxneHue mnpeincTaBuTelNed OPUIUYECKUX JIMI B paMKax HCIIOJIHEHUS JOTOBOPHBIX
00513aTeNbCTB B IOMEIICHHSX, B KOTOPBIX BeAeTcs 00paboTka nHGOpMAIUK OTPaHUUEHHOTO JOCTyIa
MH(POPMALIMOHHON CHCTEMBI, BO3MOKHO TOJIBKO B COIPOBOXKAEHHMU paboTHuKa OOpa3oBaTesbHas
OpraHu3alys JOMYyLIEHHOTO 10 00paboTKH Takoi HHPOpPMALIUH.

Pa3zMemienne TeXHHYECKHX CPEJCTB BbIBOJA MH(popMaluu B nomeueHusx OOpa3oBaTesbHas
OpraHu3ansi TMPOU3BOAMUTCS C YYETOM HCKIIOUYEHUS BO3MOXKHOCTH BHM3YaJIbHOTO IPOCMOTpaA
MHpOpPMALMU TOCTOPOHHMMHU JIMLAMM U paOOTHUKaMM, HE JONYHIEHHBIM K padoTe ¢ JaHHOH
uHpopManuen.

TexHuueckue cpeacTBa J0JIKHBI pa3MeIIaThCs U XPaHUTbCS TaKUM 00pa3oM, 4TOOBI COKPATUTh
BO3MOYKHBIN PUCK IMOBPEXKICHUS M YTPO3bl HECAHKIIMOHUPOBAHHOT'O IOCTYTIA.

Texnuveckoe o0caykuBanue 000pyA0BaHNS
Texnuueckue cpenctBa OOpa3oBarenbHas OpraHU3alMs JOJKHBI IPOXOANUTh HA PETYJSPHOM



OCHOBE CEpBHUCHOE OOCITYXMBaHHE€ B COOTBETCTBUUM C PEKOMEHIALUSAMH MPOU3BOJUTENEH
000py/IOBaHUSI.

PemoHT U cepBucHOe oOCTyXHBaHHE OOOpPYIOBAaHUS JIOJDKHBI BBITIOJHATHCS —TOJBKO
KBaJTM(PUIIMPOBAHHBIMH CTIEIUAITACTAMH.

Texnuueckoe o00cTykMBaHHE OOOPYIOBAHUSA CTOPOHHHUMM OpPraHMU3ALUSAMU HE JIOJKHO
MIPUBOJINTH K PUCKY HApYIIEHUS KOH(DUACHIIMATFHOCTH 3alUIAeMON HH(pOpMAITUH.
B3aumopgeiicTBue ¢ TPeTHbUMH JIUIAMU

B nemsax obecnieuenns nHpopManmoHHO# Oe3onmacHocTr OOpa3oBaTeibHAs OpraHU3aIMs TPU
B3aMMOJICHCTBHHU C TPETHUMHU JIUIIAMU JOJKHO BBIOJIHATH CIIEIYIOLIHEe MEPOIIPUSATHS 110!
® 3aKJIFOYEHUIO COTJIAIIEHUS O HepasrialeHu HHGOpMalli OrPaHUYEHHOT0 JOCTYIIA, TOTy4YeHHOM
B X0/I€ UCTIOJTHEHUS IOTOBOPHBIX 0053aTEIILCTB;
® OCYUIECTBICHHUIO KOHTPOJS 3a [JEHCTBUSAMHU TpeACTaBUTENEeH KOHTPAareHTOB B THpezenax
KOHTposupyeMoi 3061 OOpa3zoBaTeibHasi OpraHu3alus.

YupasJ/ieHue ;KU3HEHHBIM IIUKJI0M HH(OPMALMOHHBIX CHCTEM

MepompusTas B mporecce KU3HEHHOTO IuKiIa MHPOpMannoHHBIX cucteM OOpas3oBaTenbHas
OpraHu3alus JOJDKHBI ObITh HamnpaBieHbl Ha OOECHeuYeHHe 3alUThl MH(OPMAIMH IMPHU BBOJAE B
NefCTBHE, SKCIUTyaTallii, COPOBOXKIEHUHU U MOJAEPHU3AIINY, BbIBO/IA U3 IKCIUTYaTaIHH.

OcHoBanneM npu pa3paboTke HHGPOPMALMOHHBIX CHCTEM JOJDKHBI SIBISATBCS PELICHUS
MIPUHSTHIE HA CTaIuu GOPMHUPOBaHUS TPEOOBAHUM, coiepxKalle TpeOOBaHUS B TOM YHCIIE TOCUCTEME
3amuThl UHOPMAIIUH.

JIro6oe miaHupyeMoe K BHEPEHUIO U3MEHEHHE HH(POPMAIIMOHHON CUCTEMBI MPEBAPUTEIHHO
JOJKHO OBITh MPOAHATM3UPOBAHO HA COBMECTHMOCTD U OTCYTCTBUE HAPYIICHUH paboTOCIOCOOHOCTH
CUCTEMHBIX KOMIIOHEHTOB B TOM YHUCJI€ CPEACTB 3aIUTHI HH(OPMALIUH.

PaGotel mo MonepHHM3anuu WHGOPMAIMOHHONH CHUCTEMBI, B TOM YHCJIE€ IO YCTaHOBKE
MPOrPaMMHOTO oOecrieueHus: 1 OOHOBJICHUM, TOJKHBI IPOBOAUTLCA B Hepabouee BpeMs WM BpeMst
HaUMEHbIIIEH paboueii Harpy3KHu.

[Ipu BBIBOZE U3 OSKcIyaTalud WHGOPMALMOHHBIX CHCTEM JOJDKHO 00ecreyruBaThCs
rapaHTHPOBAaHHOE yAaJieHHe 00padaThiBaeMOil M XpaHUMOW B HUX WH(POPMAIMU C UCTIOIH30BaHUEM
CPEIICTB TapaHTUPOBAHHOTO YHHUTOXXEHHUS WH(POPMALMU WU MyTeM (U3MYECKOTO YHHUYTOKEHUS
HOCHTENeH HHpOpMAITUH.

Bce mpouenypsl obecriedeHus 3amuThl WHGOpMalnU, ycTaHOBIeHHbIe B (OOpa3oBarenbHast
OpraHu3anys B OTHONICHUH MH()OPMAIIMOHHBIX CUCTEM, JIOJDKHBI BHITTOIHATHCS M KOHTPOJIAPOBATHCS
OTBETCTBEHHBIMU JIMIIAMH 32 OPTaHU3ALMIO Pa0OT MO 3aIIUTe UH(OPMALIHH.

KontpoJs 1octyna k mHpopMalHOHHBIM CHCTEMaM

Bce pabotHuku O6pa3oBaTenibHas OpraHu3alys, J0NylleHHbIE K paboTe ¢ HHPOPMALMOHHBIMU
CHUCTEeMaMH HECYT IEpPCOHAIBHYI0O OTBETCTBEHHOCTh 3a HApPYHICHHUS YCTAHOBJIECHHOTO IOPSIKa
00paboTKK HHPOPMALIUH.

YpoBeHb NOJHOMOYMI TmoJb30BaTedsl B HH(popmanuoHHONW cucteme OOpa3oBarenabHas
OpraHu3alus TOJKEH ONPEeNAThCS B COOTBETCTBUU C €0 JOJKHOCTHBIMH 00S3aHHOCTSIMU.

Hoctyn mnonp3oBareneid K HHPOpMANMOHHBIM cuctemMam (OOpa3oBaTeiabHaAsh OpraHU3aIds
JOJKEH KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM MH(POPMAIIMOHHOMN CUCTEMBI.

OcylIecTBI€HUE PETYISIPHOrO0 KOHTPOJIS BBIIOJHEHUS OPraHU3allMOHHO-PACTIOPSAUTEIbHBIX
JOKYMEHTOB, KaCalOIIMXCsl perjJaMeHTaluy JA0onycka paboTHIKOB OOpa3oBareabHas OpraHu3anus K
MH(OPMALIMOHHBIM CHCTEMAM.

Hpenrudurkanusa u ayreHTHPUKALUA

Joctyn mnonb3oBareneit K MHGOPMALMOHHBIM CHUCTEMaM JIOJDKEH MPEJOCTaBISATHCS TOJBKO
MI0CJIe YCTICIIHOTO 3aBEPUICHUS UACHTH(PHUKAIINY, AyTeHTU(DHUKALIH.

[lonyuenue mnonb3oBaTeeM HMEHH B HH(POPMAILMOHHOW CHUCTEME U Mapojs, KOTOpbIe
o0ecrneynBaroT JOCTYN K MH(POPMALMOHHOM CHCTEME, JOIKHO OCYHIECTBIATHCS MO MPEACTABICHUIO
PYKOBOAUTENS CTPYKTYPHOTO MOpa3ieIeHUsI.

YnpasieHue 10CTyIoM
B Oo0pa3zoBarenbHas oOpraHusanusi JOJKHO OCYLIECTBISATbCS YIPaBIEHUE JOCTYIIOM K



MH(POPMALIMOHHOM CHCTEME IMOCPEICTBOM pean3alliil HEOOXOIUMBIX METOAOB, THIOB U NpaBUII
pasrpaHWYEHUs]  JOCTyNa TOJh30BaTeIIM ~ WHPOPMAIMOHHONH  cucteMbl  OOpa3zoBaTeibHAS
opranmzanus. B Tom uncne obecrieyeH 3alUIIEHHBIA YAAlIE€HHBIA TOCTYN CYOBEKTOB JOCTyMa K
00BEKTaM JOCTYIIa Yepe3 BHEIITHUE HH(OPMAITHOHHO-TEJICKOMMYHHUKAIIMOHHBIE CETH.

be3onacHocTh npu padore ¢ HOCUTEJIAMU HHGOPMALMH

Pabotuuku OOpa3zoBaTenbHasi OpraHU3alys T0JKHBI UCIIOJIB30BATh TOJIBKO YIYTEHHBIECHEMHBIC
MalIMHHBIE HOCUTENU WHGOPMAlWU ISl BBIMOJTHEHHUS CBOUX JOJKHOCTHBIX OOS3aHHOCTEH.
Hcnonp30BaHue ChEeMHBIX MAlIMHHBIX HOcHTenel nHpopmarmn B OOpa3oBaTesibHasl OpraHu3alus B
UHBIX IIEJIX CTPOTO 3aMpeleHo.

CreMHbBIe MalTMHHBIC HOCUTENTN HH()OPMAINH JODKHBI XPAHHUTCS B ONIEYaThIBAEMBIX IIKadax,B
MOMEIICHUAX B KOTOPBIX IMPeAyCMOTpeHa 00paboTka HHPOPMALIUK OrpaHUYEHHOTO JOCTYTIA.

B ciydae kpaku WM MoTepu CheMHOT'O MAIIMHHOTO HOCHUTENS WH(MOpPMAINH, a TaKKe WHBIX
MHIMJEHTOB, KOTOpPbIE MOTYT IPHBECTH K HApyLIEHHIO CBOMCTB HH(POpPMALUU OrpaHMYECHHOTO
JOCTYTIA, JOJDKHBI TIPOBOAUTHCSI MEPOIIPHSTHS 110 PacCiieIOBAaHUIO TAKUX WHIHICHTOB.

[Ipu BBIBOZIE M3 HKCIUTyaTallMM ChEMHOI'O MAIIMHHOTO HOCUTENs MH(OpMAIMH, BCE JaHHBIE,
XpaHsIUecss Ha HEM, JTOJDKHBI OBITh yIaJeHBI ONMpEeIeIeHHOW KOMHCCHEH W3 4Ynciia pabOTHUKOB,
CpPEeICTBOM rapaHTHPOBAHHOTO YHUUTOKEHUSI HHPOPMALIUH.

@akT YHUUYTOXXKEHHA HMHPOpPMAMM HAa CHEMHOM MAaIlIMHHOM HOCHUTeNle HWH(pOpMauu
¢ukcupyercss B akTe 00 YHUUTOXKEHHMM HHPOPMALMUM CO CHhEMHOIO MAIIMHHOTO HOCHTEJS
nH(popmanuu.

Perucrpanust codObITHi

B OO0pazoBarenpHass opraHu3ainusi JODKHA OCYIIECTBIATHCS PETUCTPAIUU  COOBITHI
0€30I1aCHOCTH Ha BCEX KOMIIOHEHTaX MH(POpPMAaLMOHHBIX cucteM OOpa3oBaTenbHasi OpraHu3alys, B
KOTOPBIX 00pabaThiBaeTCs 3antuiaemasi uHGoOpMaIusi.

AHTHBHMPYCHasl 3a1I[UTA

B uensx oOHapyxeHHsT W yCTpaHEHHUS BpEJOHOCHBIX mporpaMMm B OOpa3zoBaTenbHas
OpraHu3aIus TOJKHBI HCIOJIB30BATHCS CPEICTBA AHTUBUPYCHOM 3l THI HH(POPMALINH.

OO0s13aTeIbHOMY KOHTPOJIO CPEICTBOM aHTHUBUPYCHOM 3alluThl HHGOpPMALUU  OJDKHA
nojuiexkarh Jrobas uHpopmauus (TekcroBble (aiiiel  MOOBIX  (popmaToB, (ainbl  JAaHHBIX,
ucrosHsAeMble (ailnbl), mojlyyaemas U IepelaBacMmas IO JIOKAJIbHOM BBIYMCIUTEIBHONH CETHB
TOM YHCJIE€ U CeTAM OOIIETO MOJIB30BaHMSA, a TAK)Ke MH(OPMAIHs, XpaHUMAast HA CbEMHBIX MAITMHHBIX
HOCHUTENSX UHPOPMAIIIH.

[Ipu ycTaHOBKE POTpaMMHOT0 0OECTICYEHUS WIIM €T0 OOHOBIICHUS Ha CEBEPHOE 000pYI0BaHNE
JOJKHA aBTOMATUYECKU BBIMIOJHATHCS TpeABapUTENIbHAsT MPOBEpPKa JaHHOTO MPOrPaMMHOTO
o0ecrieueHHs Ha OTCYTCTBHE BPEIOHOCHOTO IPOTPAMMHOTO 00ECTICYSHHSI.

O6HoBneHne 0a3 CUTHATYp MM CPEJCTBA AHTUBUPYCHOM 3amuThl WHGOPMALUU JIOJKHBI
OOHOBJISITHCSI €KETHEBHO.

[Tons3oBaTenu Oe3 mpaB agMUHHCTpaTopa HHGOPMANMOHHOW cuctembl OOpa3oBaTeabHas
OpraHu3aIys He TOJHKHBI IMETh BO3MOKHOCTD TIOJTYYEHHS JOCTYTA K KOHQUTYPAaLuH aHTHBUPYCHOTO
CPEJICTBA 3AIIUTHI UJIU €T0 OTKIIOYESHHUS.

KoHTpoJ1b 3a1M1IeHHOCTH ePCOHATBHBIX JAHHBIX

B mensx MCKIIOYEHHUs SKCIUTyaTalldM YsS3BUMOCTEH MNPOrpaMMHOrO 00ecredeHUus! IOJKHBI
MPOBOIUTCS ~ pabOTHI IO BBISBICHUIO, AHAIU3Y YI3BUMOCTEH WH()OPMAIMOHHOW CHCTEMBI U
ONEpPAaTUBHOE YCTPAHEHUE BHOBb BBISBICHHBIX YsI3BUMOCTEH. B ToM uncie opraHuszanus KOHTpPOJISA
YCTaHOBKH OOHOBIIEHUS TPOTPAMMHOT0 00€CTIeYeHNs BKITIOYAst CPEACTB 3alIUThl HHPOPMAIIHH.
Hcnonb3oBaHue NPOrpaMMHOro odecredeHust

Breibop mporpamMHoOro obecrneueHus Uisi IPOM3BOACTBEHHBIX HYXJ OOpa3oBarenbHas
OpraHu3alus JO0JDKEH NPOU3BOIUTHCA B IMPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOro B EnnHbIN
peecTp pOCCUHCKUX MPOTPaMM JUIsl SJIEKTPOHHBIX BEIYUCIUTENFHBIX MAIIMH U 0a3 TaHHBIX. B cirydae
OTCYTCTBHSI aHajora B EquHOM peecTpe pocCHHCKUX MPOrpaMM sl 3JEKTPOHHBIX BEIYMCIUTEIbHBIX
MammH W 0a3 JaHHBIX JIOMYCKAeTCs HCIIOJB30BaTh IMPOTPAMMHOIO O0ecredyeHHe HMITOPTHOTO
MIPOM3BOJICTBA.

Hcnonb3oBanne cpeacTs Kpunrorpagpuueckoi 3amurbl HHGpopManuu
Obecrnevyenue 3aMThl HHOPMAIIMKA OIPAHUYEHHOTO JOCTYMa OT PacKpbITUs, MOAU(DUKALUUU



HaBsA3BbIBaHUA (BBOJA JIOKHOW uWHGOpManuu) mpu ee mnepeaade (MOATOTOBKE K IMepeaaye)ino
KaHajlaM CBSI3M, HMMEIOUIMM BBIXOJ 3@ IMIpeAesibl KOHTPOJUPYEMOM 30HBI OOecreunBaeTcs
MIPUMEHEHHEM CPEJICTB KpUNTOrparuecKoi 3aiuThl HHPOpPMAITIH.

[MpuoOperenne cpeacts kpunrorpaduueckoi 3amutel HHGopManuu OOpa3oBaTenbHas
OpraHM3alys OCYIIECTBISETCS HAa OCHOBAaHMU JOTOBOPOB M KOHTPAaKTOB C JMIAMHU HMEIOIUMHU
nevctBytontyro suneHsuro ®Cb Poccum Ha ocyiiecTBieHHe JEATETBHOCTH 10  pa3padoTke,
MIPOU3BOJICTRY, pacnpoCcTpaHEHHUIO I POBATbHBIX (xpuntorpapu4ecKux) CPEICTB,
MH(OPMAILIMOHHBIX CUCTEM U TEJIEKOMMYHMKAIIMOHHBIX CHUCTEM, 3allMIIEHHBIX C HCIOJb30BaHUEM
M QpoBaIbHBIX (KPUOTOTpapUUECKUX) CPEICTB, BHIIOIHEHUIO paboT, OKAa3aHUIO yCIyr B 00JacTu
mu@poBaHus HHPOPMAIUH, TEXHUYECKOMY OOCITYKMBaHHIO IU(PPOBATBHBIX (KpUIITOrpapuiecKux)
CpeACTB, WH(POPMALMOHHBIX CHUCTEM U TEJIEKOMMYHHUKAIIMOHHBIX CHUCTEM, 3alllMIIEHHBIX C
HCIIOJIb30BaHNEM MIN(POBAIBHBIX (KpUNTOTpadUUYecKuX) CPeACTB (3a UCKIIOUYEHHUEM cllydas, €clii
TEeXHUYECKOE 00CITy)KUBaHHE IMHU(POBATBHBIX (KPUITOTpapUUECcKuX) CpelCcTB, MH(POPMALMOHHBIX
CUCTEM M TEJIEKOMMYHUKAIIMOHHBIX CHUCTEM, 3alIUILEHHBIX C HCIOJb30BaHHWEM HIM(PPOBATIBHBIX
(kpunTorpaM4ecKUx) CpEACTB, OCYILECTBISETCS Ui oOecredeHus: COOCTBEHHBIX HYXK]
IOPUANYECKOrO JINLA WIK HHAUBUAYAIBHOTO IPEIPUHUMATENS).

B memsx opranuzanum u oOecrneyeHMH Iepenaud HMHGOpMAIMM 10 KaHajlaM CBS3UC
HCIIOJIb30BAHUEM CPEJICTB KPUNTOrpapuuecKkor 3amuTbl MHGOPMALMU, a TAKKE BBIIOJHEHUS
muneH3noHHbIX TpedoBannii ®Ch Poccun B OOpazoBarenbHas opraHu3alisl JOHKEH OBITh CO3/aH
Oprat Kpunrorpapu4eckoi 3auThI.

[opTtaneuble pemenuss OOpa3zoBaTesbHAs OpraHU3alMs C BO3MOXKHOCTBIO JIOCTyIA C ceTei
o0lIero mojb30BaHUSl JODKHBI B MPUOPUTETE pa3palaThiBaThCA C OpraHU3alUeil 3alUIEHHOTO
KaHaia nocpeactsoM nporokona TLS ¢ monnepxxkoit anropurmos ['OCT 34.10.

Hcnonb3oBanne 31eKTPOHHOM MOYTHI

DJEeKTpOHHAs TMOYTa JOJDKHA MCIONB30BaThesi B OOpas3oBaTenbHas OpPraHU3alUs C IEIbI0
OpraHu3alyl OOMEHa JIJIEKTPOHHBIMH COOOILEHUSMU MeXAy paOOTHHUKAMH U CyObeKTaMu
MH(POPMALIMOHHON 6€301MacHOCTH.

[Ipu ucnonp30BaHUU 3JIEKTPOHHOM MOUTHI 3aMpeLIaeTCs:

e 0o0MeH MH(pOpManued [UIs CIIy)KEOHOTO TOJNB30BaHUs, a TaKkke HH(popMaluei orpaHIIeHHOTO
JOCTYTIa;

® IPEJOCTaBIIEHUE JIOCTyNa K 3JEKTPOHHOI IMOYTe C HMCIOJIb30BAaHHUEM JAaHHBIX CBOEH Y4eTHOM
3aMMCH TPETHUM JIMIIAM;

e yOJHMKaIMsg CBOErO CIYXKEeOHOro ajpeca 3JEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX Karajorax, Ha
MOMCKOBBIX MalllMHAX U JPYIHX pecypcax ceTH MHTepHeT B 1ensix, He CBA3aHHBIX C UCIIOJIHEHUEM
CBOUX JIOJDKHOCTHBIX 00sI3aHHOCTEIH;

® TIOJMUCKA MO AJEKTPOHHOW IOYTE Ha Pa3IMYHbIe PEKIAMHBIE MaTepUalbl, JIUCThl PACCHUIKH,
ANEKTPOHHBIE JKYpHaJbl U T.J., HE CBSI3aHHBIC C BBHIIOJHEHHEM I10JIb30BATEIEM JOJIKHOCTHBIX
00513aHHOCTCH;

® OTKpHITHE (3aIlyCK Ha BIMOJIHEHUE) (DaiiyIoB, MOTYYEHHBIX 10 AIEKTPOHHOMN IMOYTE WIMHU3 PECYPCOB
cety MHTEepHeT, 6€3 IpeBapUTEIbHON TPOBEPKU UX AHTUBHUPYCHBIM POrPaMMHBIM 00€CIIEUEHUEM.
Pa0ora B ceTsiX 00111€ro MoJbL30BaHUusA

OO0pa3oBarenbHasi opraHU3alUsl OCTABISAET 3a COOOM MpaBo OJOKMPOBATH WM OTPaHUYMBATH
JOCTYHI paOOTHHUKAM K CETSM CBSI3M OOLIEro MOJb30BaHUs, B TOM uuciie ceTu HTepHeT, coaepxkaHue
KOTOpPBIX HE HMEET OTHOIIEHUS K HCIIOJHEHUIO JOJDKHOCTHBIX O0O0si3aHHOCTEH, a Takke K
MHQOPMALIMOHHBIM ~ pecypcaM, CoOJepKaHHMe U  HalpaBIE€HHOCTb  KOTOPBIX  3aIlpeleHbI
3akoHoJaTesbcTBOM Poccuniickoit denepannu.

HNudopmanus o noceraeMsix padbotHukamu O0pa3oBarteibHas OpraHu3anus HH(HOpMaMOHHbBIX
PECYpPCOB MPOTOKOJUPYETCS MJisl MOCIEAYIOIIEr0 aHajau3a M, IpU HEOOXOJUMOCTH, MOXKET OBITh
IIPEICTABIEHA PYKOBOAMTENSM  CTPYKTYPHBIX IOJApAa3[E€l€HHUH, a TakkKe pPYKOBOIUTEIIO
OO6pa3zoBaTenpHas OpraHUu3aus AJIsI KOHTPOJIA.

[Ipu ucnons3oBanuu cetu MIHTEpHET 3anpeieHo:
® 1CMOJB30BaTh INpeaocTaBieHHb OOpa3oBaTelibHAs OpraHu3anus IOCTyn B ceTh MHTepHET B
JUYHBIX [ETIX;



® CIIOJIb30BaTh HECAHKIMOHMPOBAHHBIC IPOrPAaMMHBIE W IPOrpaMMHO-aNIapaTHble CPeICTBa,
MIO3BOJISIOIINE MTOJIyYUTh HECAHKIIMOHUPOBAHHBIN 1OCTYII K ceTu VIHTepHeT;

e yOJIMKOBaTh, 3arpyXarb M pPaCIpPOCTPAHATh MAaTEPHAIBl, COJEpXKAllue HEIOCTOBEPHYIO
uHpopmanuto o Ob6pazoBaTenbHas OpraHusanus, a Takxe paabcuduuuponats cBoit IP-anpec.
Pe3epBHOe KONMpPOBaHUE U BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBIeHHE PE3EPBHOTO KOMUPOBAHMS JTOKHO OCYILIECTBIISTHCS IS

e uHpopmarnuu, oOpabartpiBaeMoii Ha  (alIoBOM cepBEepe H  CepBEpe  MPHIOKEHUH,
MH(POPMALIMOHHON CUCTEMBI,

e pabo4Mx MECT a]MUHUCTPATOPOB HHPOPMALIMOHHON CUCTEMBI.

YacTtota M peXHUM pE3epBHOIO KONMPOBAHUS YCTaHABIMBAIOTCS TaKUM 00pa3oM, 4TOOBI
o0ecrieyuTh MUHIUMAJIBHYIO TIOTEPIO JaHHBIX M OTIEpaTUBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOro KOIMPOBaHUS U BOCCTAHOBJIEHUS PECYPCOB MH(OPMAIIMOHHBIX CUCTEM
O06pa3zoBarenbHas OpraHu3alys JODKHBI IPOBOAUTE YIIOJIHOMOYEHHBIE paboTHHKH OOpa3oBaTebHas
OpraHu3anus.

PezepBHOE KONMUpOBaHME JOJDKHO  OCYIIECTBIATBCS B aBTOMATHYECKOM  PEXKHMEC
IIPUMEHEHHEM OTEYECTBEHHOI0 CIEHHUATIN3UPOBAHHOIO CPEICTBA PE3EPBHOIO KOMHUPOBAHUSIC
JEHCTBYIONUM CEPTUPHUKATOM COOTBETCTBUS MO TpeboBaHusM Oe3omacHocTH HHpopmanun @CTOK
Poccun.

6. OCHOBHBIE TPEBOBAHMUS K ITIPOLNECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOHN BE3OIMMACHOCTBIO
MoHuTOoprHI HH(POPMALTMOHHOI 0€30IaCHOCTH

Ha mocTossHHONH OCHOBE OJKEH NMPOBOAMTHCS KOMIUICKCHBIM aHanu3 (DyHKIHOHMPOBAHUS
nHpopmanmoHHOW cuctemMbl OOpa3oBaTenbHAash OpraHW3aldsi W BO3HUKAIOIIMX  COOBITHIA
MH(POPMALIMOHHON 6€301MacHOCTH.

[Ipouecc MoHUTOpHHIra cucTeMbl oOecrneueHus HH(GOPMAIMOHHOM O€30IacHOCTH JOJKEH
BKJIIOYATh B €051 KOHTPOJIb OPraHW3aLMOHHBIX U TEXHUYECKUX MEp T10 3aIuTe nHPOpMAIHH, aHATIN3
napaMeTpoB KOH(MUIYpallMi U HACTPOHKHU CPEACTB 3aLUThI HH(OPMALIHUH.

IIpn mpoBeaeHUU KOHTPOJIBHBIX MEPOIPHUATHM, CBA3AHHBIX C OLICHKOM pealn3aluu Mep Io
3amure uHpopmauuu B OOpa3oBaresbHas OpraHu3alys, YHOJHOMOYEHHblE PAaOOTHHUKM JOJKHBI
MIPUEPKUBATHCS CIEAYIOIIMX IPUHIIUIIOB:

e He Hapymath GyHKLHOHHUPOBaHUE AesTeNbHOCTH OOpazoBaTenbHast OpraHu3alus;

® JeHCTBOBAaTh B COOTBETCTBUM C YTBEP)KICHHBIMH OPraHU3aLMOHHO- PACIOPSAUTEIbHBIMU
nokyMmeHntamu OOpa3oBaTesbHas OpraHu3alus Mo 3aluTenHGopMalnm;

® He CKpbIBaTh ()aKThl BBIABICHHBIX COOBITHI HH(POPMAIIMOHHOHN 0€30MTaCHOCTH;

e 0(hOpMIIATH OTYETHI, HOATBEPIKIAIOIINE BHIMOJIHEHNE MEPOIIPUATHH 10 3aIUTeHH()OPMAITUH.

Nudopmanus, noaydeHHas B X0/1€ IPOBEACHHS KOHTPOIUPYIOIIMX MEPOIPHUATHI 0 AEHCTBUSIX,
COOBITHSIX U NTapaMeTPax, MMEIOIIUX OTHOILIEHHE K Peau3aliy Mep I10 3aIIUTe HHPOPMALIUH, JOIDKHA
KOHCOJNIMAMPOBATbCS M XPAaHUThCA B  MECTax, HUCKIIOYAIONIMX  TOJy4YeHHe K  Hel
HECAaHKLIMOHMPOBAHHOIO IOCTYIIA.

MOHUTOPUHT JaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HMHGOPMALMOHHON 0€30MacHOCTH
JOJDKEH ITPOBOAMTHCS, IO BO3MOXKHOCTH, C MCIOJIb30BAHUEM CHCTEMbl MOHUTOPHHIA WHIUIEHTOB
MH(POPMALIMOHHON 0€30IaCHOCTH HWJIM BCTPOCHHBIX MEXAHM3MOB HACTPOMKHM M ayauTa COOBITUIB
IPOrPaMMHBIX M HPOTPaMMHO-AaNIapaTHBIX CPEACTBAX, MCIOJIB3YEMbIX B HH(MOPMAIIMOHHON
uHppactpykrype OOGpa3zoBaresbHas OpraHA3aIusl.

YnpasieHue puckaMu

OmnpeneneHure BHYTPEHHUX TpeOOBAHUN MO 3aluTe HMHGOPMALMHU, JOJIKHBI OCHOBBIBATHCS Ha
pe3yibTaTax MPOBEACHUS aHAJINW3a PUCKOB HAPYIICHHS OCHOBHBIX CBOMCTB O€30macHOCTH IS
nH(popManMOHHBIX pecypcoB OOpa3oBaTeabHas OpraHU3aIusl.

OCHOBOH OILIEHKH PUCKOB JIOJIKHA OBITh OLIEHKA YCIIOBUH U (paKTOPOB, KOTOPbIE MOTYT CTaTh
NPUYMHON HApYIICHUs eJIOCTHOCTH, KOHPHUICHIIMATBHOCTH M JOCTYIHOCTH JJIs1 MH(POPMALIMOHHBIX
pecypcoB OGpa3oBaTesibHasi OpraHU3aIlHsl.



PesynpTaToM npoBeleHUs aHaNIM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIpaBJICHHBIX HAa CHU)KEHHE BO3MOKHOTO HETATUBHOIO BIMSHUS HAa OCHOBHYIO [JI€ATEIbHOCTH
OObpazoBaTenbHasi OpraHu3alys Mpy peanu3ay TOW WM HHOHM yrpo3bl 6€30MacHOCTH HHPOPMAITUIU
00eCTIeUYnBAIOIINX B JAbHEHIIIEM IOCTaTOYHBIN YPOBEHb 3alIMIICHHOCTH WH(POPMAIIHOHHBIXCHCTEM
OO6pa3zoBaresnbHas OpraHu3aIys.

YnpasJienne nHIHACeHTAMH HHGOPMAIHOHHOMH 0€30MacCHOCTH

Jlns obecnieueHus 3 PeKTUBHOTO pa3peIIeHrs] HHIIUACHTOB HHPOPMAIIMOHHOM 0€301acHOCTHB
OOpa3zoBarenbHass OpraHM3alUs, MHUHAMH3AIMA TMOTEPh W YMEHBIICHHS DPHCKA BO3HUKHOBEHUS
MOBTOPHBIX MHIMJEHTOB JOJDKHO OCYIIECTBISATHCS YIpPaBICHHE MHLUUACHTAMH HH(POPMALMOHHON
0€30MacHOCTH.

Jnis ympaBieHHs WHIUIEHTAMM WH(POPMALMOHHOM O€30MacHOCTH JOJDKHA OBITh CO37aHa
ciyk0a MOHUTOPUHIAa M pearupoBaHMsI HA MHUUACHTHI MH(OPMAIMOHHONW 0€30MacHOCTH, KOTOpas
MIOCPEICTBOM KOMIUIEKCA CPEJICTB U MEpONpUATHIl /uid cOopa M KOHCOMUAALMHU HHGpOpMaMu 00
MHIUACHTAX pellaeT JaHHYI0 3aJady. B OTHOLIEHHMM KaXXIOro NPOU3OIIEANIEr0 HHIUACHTA
pabOTHHKaMU U3 CIIY)KObI MOHUTOPMHIAa M pearupoBaHMs Ha WHIMUICHTH HH(GOPMAIIMOHHON
0€30MacHOCTH JIOJIKEH BBIMOJIHATHCS €r0 aHalu3, U pa3padboTka 3¢(HEeKTUBHBIX MEp pearupoBaHuUs Ha
JTAHHBIM UHIIUIECHT.

Ayaut cucrembl o0ecrieyeHus1 HH(POPMaLMOHHOM 0€30I1aCHOCTH

B memsx omeHku Tekymero ypoBHs uH(pOpMaIMoHHOW Oe3omacHocTH (OOpasoBarenbHas
OpraHM3alMs Ha PeryysipHON OCHOBE JAOJDKEH MPOBOJUTHCS ayAUT UHPOPMAIIMOHHOI 0€30MacHOCTH.
BHyTpeHHue ayauThl JOKHBI BBITOIHATECS paboTHUKamMu OOpaszoBarenbHas opranuzanus. B uucio
3a/1a4, pelIaeMbIX IpU NPOBEACHUH BHYTPEHHUX ayJUTOB HHPOPMALIMOHHON O€30MacCHOCTH, BXOJIAT:
e cOOp M aHaNMM3 MCXOJHBIX JAHHBIX 00 OpPraHU3alMOHHOM M (YHKIMOHAIBLHOM CTPYKType
MH(POPMALIMOHHBIX CUCTEM, HEOOXOMMBIX /I OLEHKH COCTOSIHUSL CUCTEMBbI3AIIUThI HHPOPMaLIUY;
® aHaJW3 YTBEPXKICHHBIX OPTraHU3AIMOHHO-PACHIOPSAUTENBHBIX JIOKYMEHTOB IO  3alUTe
MHOPMAIINY Ha TPEIMET UX TOJTHOTHI U 3 (HEKTUBHOCTH, a TaKkKe (POPMHUPOBAHNE PEKOMEH AL TT0
WX J1I0pabOTKe WU pa3padOTKH HOBBIX;

e oOocHOBaHHE (UHAHCOBON S((PEKTUBHOCTH BHOBb NPUOOPETAEMBIX CPEACTB  3aILIUTHI
uHpOpMaINH;

® TpOBEpKa MPaBUIBHOCTH BBHIOOpPA U HACTPOMKHU CPEACTB 3allUThl MHPOpManuu, HopMHUpOBaHHE
MPEUIOKEHUI TI0 HCIIOB30BAHUI0 MMEIOIINXCS CPEACTB 3aIIUTHl WH(GOPMAIMK ISl TOBBIIICHUS
YpPOBHS HaIEKHOCTU U Oe30MmacHOCTH HH(OPMAIIMOHHBIX crucTeM OOpa3oBaTenbHasi OpraHU3alus;

® aHaAJIM3 OTYETOB IO MPOU3OUIEAIINM HMHIUACHTaAM UH(QOPMAIIMOHHON 0€30MacHOCTUH MPUHSATHIM
Mepam 110 UX pa3peleHuIo.

IToBbImIeHNE OCBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHuzalMd = KOMIUIEKCHOTO IPOTHBOJEHCTBUS  yrpo3aM 0O€30MacHOCTH
uH(pOpMaIlUK, HUCXOIAIUM OT paboTHHKOB OOpa3oBarenbHas OpraHu3alvs JOKHA TMOCTOSTHHO
MOBBIINIATHCSI KX OCBEJIOMIIEHHOCTh B 00J1aCTH 3aIIUTHI HHPOPMALINH.

[ToBslieHre 0CBEAOMIIEHHOCTH pabOTHUKOB OOpa3oBaTenbHasi OpraHu3allus OCyIIECTBISIETCS:
e 10 cyuiecTByomuM B OOpa3oBaTelIbHOM OpraHu3aldyd OPTraHU3AIlMOHHO- PACIIOPSIUTEIbHBIM
JOKYMEHTaM;
¢ 110 npuMeHsaeMbIM B O0pa3oBaTeNibHas OpraHU3allys MepaM 3alIuThl HH(OPMAIIUK;
® 110 IPAaBWJILHOMY HCIIOJIb30BAHUIO CPEJCTB 3aLIUTH HHPOPMAIIIH.

7. BAK/IIOYEHHUE
[lpy w3MeHeHMHM ACHCTBYIOIIETO 3aKoHonaTenbcTBa Poccuiickoit denepamun B obiactu
3alUThl HH(POPMALIMH, a TAKKE OpPraHU3allMOHHO-PACTIOPAIUTEIbHBIX JOKYMEHTOB

OoOpa3oBarenpHas opranu3anuys Hactosas [lomuTuka 1 U3MEHEHUsI K Hel IPUMEHSIOTCS B 9aCTH, HE
MpOTUBOpEYAIeld BHOBb MHPHUHATHIM 3aKOHOAATEIbLHBIM M MHBIM HOPMATHBHBIM aKTaMm, a TaKke
BHYTpeHHUM JlokyMeHTaM OOpa3oBaTesibHasi OpraHu3aiusl.

Bce TpeOoBaHMs, yCTaHOBIEGHHbIE JEHCTBYIOLIMM 3aKOHOJATENbCTBOM  Poccuiickoit



O®enepauyy, IMOA3aKOHHBIMM aKTaMU U JOTOBOPHBIMM  OTHOLIEHUSAMM, a TaKXKe IOAXO0.
OoOpa3zoBarenbHas OpraHu3alysi K 00ECIIEYCHHIO COOTBETCTBUSI 3TUM TPEOOBAHMSM JIOJKHBI OBITH
SIBHBIM 00pa30M OIpe/IesIeHbl, JOKYMEHTHUPOBAHBI U MOAJIEPKUBATHCS B aKTYaIbHOM COCTOSIHHH.

B O0pazoBarenbHast opraHu3anusi B IPUOPUTETHOM HalpaBJIE€HUU JOJKEH PacCMaTpUBAThCS
Nepexo] Ha NporpaMMHOe 0OecrieueHre OT€YeCTBEHHOIO MPOU3BOJUTENS, BKIIOYEHHOTO B €MHBIH
pPEECTp POCCUMCKHUX MPOrpaMM JUIsl AJIEKTPOHHBIX BBIYMCIUTENBHBIX MAallUH U 0a3 AaHHbIX. B ToM
qHcIe TI0 YacTH CEPBEPHOI0, KOMMYTALlMOHHOTO 000PYA0BaHUS U IPOTpaMMHO-aIIapaTHBIX CPEJICTB,
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUNCKON PaarOdIEKTPOHHON MPOLYKIIMH.

IlepecMoTp ¥ BHeceHHME W3MEHEHMM B HacTOALyI0 IloNMMTHKY OCYIIECTBIAIOTCS Ha
IIEPUOINYECKON U BHETUIAHOBOW OCHOBE.
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